
February 2024

CyberReady Florida
A CyberSecure Florida Training Initiative
News - Awareness - Education & Training

Cybersecurity Incidents Protections
Possible

Florida lawmakers seek to limit liability for local
governments and businesses related to cybersecurity
incidents. Bills in the House (HB 473) and Senate (SB
658) move forward in both chambers. If the bills become
law, then organizations and companies that abide by the
guidelines will not be held liable for cybersecurity
incidents. Read more.

Financial Services Are Always a Target

SouthState Bank, based in Winter Haven, discovered a
cyberattack in progress on Feb. 6. The report filed with
the Security and Exchange Commission (SEC) details
the actions taken to contain it and an initial assessment
of no material effect on “business operations or financial
conditions”. The bank has hired a cybersecurity firm to
assist with the investigation. SouthState Bank has more
than one million customers throughout Florida, Georgia,
Alabama, the Carolinas, and Virginia. See the 8-K filing
here. Read more.

Four recent cyberattacks on major mortgage and title
companies are thought to be crimes of opportunity rather
than a concerted effort, according to experts at the U.S.
Treasury Department. The financial services sector is a
magnet for cyber criminals due to its critical role securing
the economy and the amount of sensitive data involved.
Companies are advised to set up phishing-resistant
multi-factor authentication and patch known
vulnerabilities immediately to significantly reduce their
risks.
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confessed to laundering money tied to scams that preyed
on Americans. Over $2.3 million in ill-gotten funds were
diverted to collaborators in Nigeria. Garcia’s network
profited from romance scams and hacking business
emails for banking privileges. The FBI Buffalo Office
continues to investigate other suspects involved who
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Visit CyberSecureFlorida Training Initiative for a
complete listing of current training and other
resources available to you.

Please feel free to reach out to us at
CyberReady@usf.edu for any questions or

clarifications.
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Prof. Shivendu Shivendu and Prof. Varol Kayhan
Muma College of Business
University of South Florida

https://cyberflorida.org/cybersecureflorida/training-2/
mailto:CyberReady@usf.edu
https://www.linkedin.com/company/cybersecureflorida-training-initiative/about/?viewAsMember=true
https://lp.constantcontactpages.com/sl/cYHWVh7/cyberreadyfl?source_id=29153157-0376-4bc7-a4d2-4e5933df0568&source_type=em&c=
http://www.constantcontact.com/legal/about-constant-contact
mailto:cyberready@usf.edu
http://www.constantcontact.com/index.jsp?cc=nge&rmc=VF21_CPE&pn=ROVING&nav=29153157-0376-4bc7-a4d2-4e5933df0568
http://www.constantcontact.com/index.jsp?cc=nge&rmc=VF21_CPE&pn=ROVING&nav=29153157-0376-4bc7-a4d2-4e5933df0568

	CyberReady Florida
	A CyberSecure Florida Training Initiative
	News - Awareness - Education & Training
	Mother of All Breaches
	Visit CyberSecureFlorida Training Initiative for a complete listing of current training and other resources available to you.


